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1 SYSTEM REQUIREMENTS

e Windows 7 or Windows 2008 Server R2 (x86 or x64)

e Fingerprint device compliant with Windows Biometric Framework
(WBF)
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2 INSTALLATION

The Precise BioMatch™ Logon for Windows 7 is supplied as a Windows
Installer program. Simply execute the misi file to install the necessary files to

the target computer:
1. Double-click pbwin7wbf.msi

2. Complete the installation wizard

3. Register your fingers and start using your fingerprints as your

Windows credential

Note that Precise BioMatch™ Logon for Windows 7 will be configured as
the global biometric provider on the computer. Previously installed
biometric providers will automatically be removed or disabled.

3 FINGERPRINT REGISTRATION

This section describes the process to register your fingerprints to be used as

your Windows credential.

1. Open the Windows Control Panel (Start -Control Panel)

2. Open the Hardware and Sound settings

=N Nol =

@U'|Eﬁ v Contrcl Panel » Hardware and Sound »

Control Panel Home ) . .
/ Devices and Printers
=)

Add a device | Add a printer

System and Security

Metwork and Internet AutoP Ia\;

® Hardware and Sound

Programs

@y Sound
User Accounts and Family = Adjust system volume
Safety
Appearance and
Personalization

Power Options
Change power-saving settings

Cleck, Language, and Regicn Choose a power plan

Ease of Access .
Display

Connect to an external display

Biometric Devices

e

Remove your fingerprint data

Mouse

Change default settings for media or devices

Change system scunds

Require a password when the computer wakes

Make text and other items larger or smaller

SeeiauLiingaapse N Windows

v | "| | Search Control Panel

'E‘:;' Device Manager

Manage audio devices

Change what the power buttons do

Change when the computer sleeps

Adjust screen resolution

How to correct moenitor flicker (refresh rate)

Manage your fingerprint data

Play CDs or other media autematically

3. Click Biometric Devices
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o[-
@Uv| 2| « Hardware and Sound » Biometric Devices - |#¢ | | Search Control Pane! 2 l
[ﬁl
Centrol Panel Hame . . . . . -
Use biometric devices with Windows
Use your fingerprint with You can use a fingerprint reader te log on to Windows, Some programs also offer features
Windows that werk with biometrics,
Remeove your fingerprint data Biometric Devices
Change bicmetric settings p ) . .
- - — AuthenTec Mot enrollef”  Use your fingerprint with
] AuthenTec Inc, AES2501A Windows
See also Properties
'E‘i' Device Manager
User Accounts

4. All currently connected fingerprint sensor are listed in this dialog. A
text informs that no fingers have been registered with the Precise
BioMatch™ Logon for Windows 7 credential provider. Click the
“Use your fingerprint with Windows” text to open the Fingerprint
Management Application (FMA) to register the first finger.

-

Windows Security @

Fingerprint Enrollment
User authenticaticn

w7/

| Password |

| ok || cencel |

5. The user is prompted to enter the current Windows password before
the user can access the fingerprint management application. Enter
the Windows password and click the OK button.

Copyright © Precise Biometrics, 2010 6



(=]

Precise BioMatch™ Logon for Windows 7 Manual

Fingerprint Management Application by Precise Biometrics

ZPRECISE”
BIOMETRICS
Manage fingerprints

Click on a finger to enroll or delete a fingerprint

W

=

Ok

o

Enrollment help

6. Select the finger to register by clicking on the corresponding button

-

==

above the finger.

Fingerprint Management Application by Precise Biometrics

ZPRECISE“
BIOMETRICS
Fingerprint enrollment

Swipe finger
1

|
The system requires two good samples for enroliment
Cancel

Copyright © Precise Biometrics, 2010




Precise BioMatch™ Logon for Windows 7 Manual

7. The circled finger indicates what finger that has been chosen to be
registered. Depending on the type of reader that is used, the user
will be prompted with different information. In this case a line/swipe
area sensor is used and the user is prompted to swipe the finger on
the sensor. The text under the progress bar shows how many good
quality samples of the same fingerprint that is required in order to
assure that the quality of the registered finger is good enough.

EPRECISE”

BIOMETRICS

Fingerprint enrollment
The swipe was

too short, swipe
again..

@ Fingerprint Management Application by Precise Biometrics

The system requires two good samples for enroliment

[l

Cancel

-

8. If the quality of the fingerprint is not sufficient the program will
show a message to guide the user. It is crucial that the quality of the
registered finger is of good quality to ensure that the performance
when using the fingers later is as good as possible.
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Fingerprint Management Application by Precise Biometrics @

zFEECISE”
BIOMETRICS

Manage fingerprints

Click on a finger to enroll or delete a fingerprint

=,

N\ /

Enrollment help
Ok

9. After capturing two good samples the finger is registered. Click on
the circle above another finger to enroll that finger as well. It is
recommended two enroll at least two fingers in case one finger is
damaged or unusable due to a wound, scar or similar. It is possible
to register all ten fingers if wanted.
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4 USING YOUR FINGERPRINT

This section describes how to start using fingerprint biometry in Windows 7
and how to use your fingerprint to logon and unlock your computer.

4.1 First Time Usage

1. The first time fingerprint biometry is used in Windows 7 the user will
need to enable the functionality with the Windows password.

Switch User

2. Swipe/place a registered finger on the fingerprint sensor at the Windows
Logon screen.

Copyright © Precise Biometrics, 2010 10
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Windows Security

Your fingerprints have enrolled for logon. To log on using fingerprints, select the fingerprint logon
tile and then type your password.

3. The following screen indicates that the finger matched a fingerprint
stored in the Windows database but that the system needs to enable the
biometric functionality — Click the OK button.

Switch User |

4. Click the Switch User button to display all users and credential
providers.
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Fingerprints

5. Click the Fingerprint tile.

Enter your current password to enable fingerprintio

| Current password 2

6. Enter the Windows password to enable fingerprint logon on this
computer for the current user.
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4.2 Logon and Unlock

Fingerprint unlock—=

Scan an enrolled finger on the fingerprint readerto unloe

- - .I
Other Credentials

1. The user can logon to Windows or unlock a Windows session by simply
swiping/placing any registered finger on the fingerprint sensor.

2. At successful fingerprint verification, the tile will momentarily shift to
green color and the user will be logged on.

Copyright © Precise Biometrics, 2010 13
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Cither Credentials

3. If a finger that has not been registered is presented to the system or the
quality of the fingerprint is insufficient the following screen is
displayed. The user can try again, try a different finger or press the
Other Credentials button to logon using a password.

5 FINGERPRINT REMOVAL

The following steps describe how to remove a currently registered
fingerprint:

1. Open the Windows Control Panel
2. Open the Hardware and Sound settings

3. Open Biometric Devices

Copyright © Precise Biometrics, 2010 14
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Contrel Panel Home

Manage your fingerprint data
Remove your fingerprint data

Change biometric settings

See also

Device Manager

User Accounts

@l\_/l'| 2 <« Hardware and Sound » Biometric Devices

- |#¢ | | Search Control Panel L |

Use biometric devices with Windows

You can use a fingerprint reader te log on to Windows, Some programs also offer features
that werk with biometrics,

Biometric Devices

— AuthenTec Enrolled Manage your fingerprint data
& AuthenTec Inc, AES25014
Properties

4. The dialog indicates that the currently logged on users has registered
fingers. Click “Manage your fingerprint data” to open the Fingerprint
Management Application.

5. Enter the user password and click OK.

ZPRECISE”
BIOMETRICS

Enrollment help

Fingerprint Management Application by Precise Biometrics @

Manage fingerprints

Click on a finger to enroll or delete a fingerprint

W

-

X

Enrolled. Click to delete i

|

p

Ok

6. The checked buttons indicate what fingers that are currently registered.
To remove a finger just click on the checked button above the finger you

want to remove.
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Fingerprint Management Application by Precise Biometrics @

ZFEECISE”
BIOMETRICS

Manage fingerprints

Click on a finger to enroll or delete a fingerprint

=

N\ /

- =

Enrollment help
Ok

7. The finger has been unregistered and can no longer be used as a
Windows credential. Click additional fingers to either remove old
fingerprints or to register a new.
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6 UNINSTALLATION

The following steps describe how to uninstall Precise BioMatch™ Logon for
Windows 7:

1. Open the Windows Control Panel

2. Open Programs / Uninstall a program

@U?|B v Control Panel » Programs » Programs and Features - | +4 | | Search Programs and Features jol |

Contrel Panel Home .
Uninstall or change a program

View installed updates To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.

g Turn Windows features on or

7y Organize +  Uninstall  Change  Repair 4= - IZE]
MName . Publisher o
@O Microsoft Visual Studio 2008 Professional Edition - ENU Microseft Corporation
"-'j Micresoft Visual Studic Web Authoring Component Microseft Corporation
F'FEEiEE BichMatch Logen for Windows 7 Precise Biometrics
BT Windows Mobile 5.0 SDK B2 for Pocket PC Microsoft Corporaticn —
B Windows Mobile 5.0 SDK R2 for Smartphone Microseft Corporation i

Precise Biometrics Product version: 1.0.0
Help link: http:/fwww.precisebiometrics.com/support.a..

3. Select Precise BioMatch™ Logon for Windows 7 in the list and click
Uninstall.

4. Precise BioMatch Logon for Windows 7 is removed and all registered
fingerprints are removed.

7 TROUBLESHOOTING

This section describes possible problems that may arise.

7.1 Registering the same fingerprint twice

i )

Enrollment errar @

|'8'I This finger has already been enrclled and will not be accepted.

This dialog is displayed when attempting to register a finger that has
already been registered. During registration the finger to be registered is
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compared to all other fingers in the database to ensure that no duplicates
are found.

7.2 Why isn’t my device available?

[o e =]
@Uv| 9| « Hardware and Sound » Biometric Devices - | "‘}l | Search Control Panel ol
Centrol Panel H 9
entrol Panel Home . . . . .
Use biometric devices with Windows
Remove your fingerprint data ‘You can use a fingerprint reader to log on to Windows, Some programs also offer features that
i . ) work with biometrics,
Change biometric settings
Biometric Devices
= AuthenTec Unavailable Why isn't my device available?
= LuthenTec Inc, AES2501A
Properties

The status of the fingerprint device / database can be in the Unavailable
state for several different reasons. The most common is that the biometric
service is not running or if a different biometric service provider has been
installed on top of Precise BioMatch™ for Windows 7. Start the biometric
service and / or re-install Precise BioMatch™ for Windows 7. Note that the
Biometric Device window is not updated automatically. Pressing F5
updates the status of the biometric device manually. Clicking the “Why
isn’t my device available?” will display other possible solutions to this
problem.

7.3 No sensor attached

Sensor not found @

. - | Mo sensorhas been connected to the computer.
Sl The FMA cannot run without any sensor and will exit,

Attempting to start the Fingerprint Management Application directly with
no sensor attached will display this message. Connect a supported
Windows Biometric Framework sensor to the computer and start the
Fingerprint Management Application from the Windows Control Panel.
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8 SUPPORT

Some questions may be answered by the FAQ available on our web site
www.precisebiometrics.com. To access the FAQ, select Support from the
menu on the website.

The support pages provide access to:
e FAQ on Precise Biometrics products
e The latest Precise drivers
e The technical support case entry form

The technical support case entry form provides a gateway to Precise
Biometrics customer support should the information on the FAQ pages be
insufficient.
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